DES

Version 304

Reference Manual

15. June 2005

AN
GreenHouse

Software & Consulting

Karl-Heinz Weber
Heinrichstralle 12
D-45711 Datteln/Horneburg

Page 1 of 25




GHS

Thisisthe most recent DES implementation of GreenHouse, optimized to run on NSK.

It comes with thesefiles:

File name in Legend File name | File code
distribution on NSK on NSK
location®

CBCDES.700 Native CBD DES encode/decode procedures CBCDES 700

COMPTEST.101 | TACL Macro to compile TestSRC COMPTEST 101

DES.700 Native DES procedure DES 700

DESDECS.101 DES external declarations DESDECS 101

DESLIB.100 NON Native DES procedure library DESLIB 100

DESTEST.100 NON Native DES test program, ready to run DESTEST 100
(based on DESLib.100 and DESTESTS.101)

DESTEST.700 Native DES test program, ready to run DESTESTN 700
(based on native procedures and DESTESTS.101)

DESTESTS.101 DES test program, source DESTESTS 101

ECBDES.700 Native ECB DES encode/decode procedures ECBDES 700

INITDES.700 Native INITDES procedure INITDES 700

INITKEY.700 Native INITKEY procedure INITKEY 700

PWHASH.700 Native PWHash procedure PWHASH 700

TEST.100 NON Native but accelerated test program TEST100 100
(based on DESLib.100 and TestSRC.101)

TEST.700 Native test program TEST700 700
(based on native procedures and TestSRC.101)

TESTSRC.101 Test program to check al available DES versions TESTSRC 101

TOECBDES.700 Native Trio ECB DES encode/decode procedures TOECBDES 700

TRCBCDES.700 Native Triple CBC DES encode/decode procedures | TRCBCDES 700

TRECBDES.700 Native Triple ECB DES encode/decode procedures | TRECBDES 700

VALIDATE.101 DES triplesto validate the DES code VALIDATE 101

Test code

To test the DES code, perform these steps:

1. Upload DESTEST.100 in binary mode onto the NSK system, name the file DESTEST, and
change the file code to 100 (FUP ALTER DESTEST,CODE 100).
To get the native program, upload DESTEST.700 in binary mode onto the NSK system, name
the file DESTESTN, and change the file code to 700 (FUP ALTER DESTEST,CODE 700)

2. Upload VALIDATE.101 in ASCII mode onto the NSK system into the same location as
DESTEST and namethefile VALIDATE

3. Run DESTEST

Check Functionality

To check the functionality of all available DES procedures do:

1. Upload TEST.100 or TEST.700 in binary mode onto your NSK, name the file TEST, and
change the file code to 100 or 700 respectively.

2. RunTEST

! The file name extension reflects the NSK file code
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TEST.100 aswell as TEST.700 are derived from the source file TESTSRC.101.

To compile TESTSRC do the following:

1.

6.

Upload the TACL Macro COMPTEST.101 in ASCII mode into the same location as
TESTSRC and name the file COMPTEST.

Upload DESDECS.101 in ASCII mode onto the NSK system, and name the file DESDECS.
Upload DESLIB.100 in BINARY mode onto the NSK system, and name the file DESLIB.
Upload TESTSRC.101 in ASCII mode onto the NSK system, and name the file TESTSRC.

Upload the following filesin BINARY mode into the same location as TESTSRC as well as
COMPTEST:

File name File name | File Code
on NSK on NSK
DES.700 DESN 700
ECBDES.700 ECBDES 700
INITDES.700 INITDES 700
INITKEY.700 INITKEY 700
PWHASH.700 PWHASH 700
TOECBDES.700 TOECBDES 700
TRCBCDES.700 TRCBCDES 700
TRECBDES.700 TRECBDES 700

Execute the COMPTEST TACL Macro.
It compilesa NON native version of the test program (Test.100) as well as a native version
(Test.700).

Beside the DES code, | provide the 1SO Hash based password hashing procedure PWHash: It
hashes a user supplied string of up to 2** 15 bytes to a 16 byte string, based on 1SO 10118-2.
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The DES procedures come in two flavors:

1. NON nativefor e.g. TAL programs
2. Nativefor e.g. pTAL aswell as C programs

NON native library
The non native library is named DESLIB.100. It holds al procedures, defined in DESDECS. Use
the ?SEARCH compiler directive to bind the library at compile time, or BINDER.

Native library

The NLD utility isnot as clever as BIND, and binds ALL code it finds rather than the really
required. To allow a DES function specific NLD bind, all native DES functions are shipped in
separate files. Use NLD to bind these files to your code.

Procedure dependencies of native procedure calls:

DES Function Native Required functions
Procedure

Cipher Block Chaining | CBCDES INITDES, INITKEY, DES
Basic ECB DES DES INITDES, INITKEY
Electronic Code Book | ECBDES INITDES, INITKEY, DES
DES Initialization INITDES Basic function

Key Initialization INITKEY Basic function

Password Hash PWHASH INITDES, INITKEY, DES
Trio ECB DES TOECBDES | INITDES, INITKEY, DES
Triple CBC DES TRCBCDES | INITDES, INITKEY, DES
Triple ECB DES TRECBDES | INITDES, INITKEY, DES

e.g. to use the ECBDES function, you also need INITDES, INITKEY and DES.
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This DES code performs best in Native code.

A samplerun of TEST.100 (NON Native, but accelerated code) on a S7000 shows these numbers:

$CHS1 NEWDES 4>t est 100
ECB DES with 1048576 bytes takes 00:00703,626.107
Triple ECB DES with 1048576 bytes takes 00:00' 10, 770. 003
Trio ECB DES with 1048576 bytes takes 00: 00' 10, 829. 124
CBC DES with 1048576 bytes takes 00: 00' 04, 221. 248
Triple CBC DES with 1048576 bytes takes 00:00' 12, 109. 238
Hash with 16384 bytes takes 00:00' 02, 633. 885

$GHS1L NEWDES 5>

The Native program TEST.700 is by some 15% faster:

$GHSL NEWDES 5> test 700
ECB DES with 1048576 bytes takes 00:00703,212.522
Triple ECB DES with 1048576 bytes takes 00: 00' 09, 583. 699
Trio ECB DES with 1048576 bytes takes 00:00' 09, 581. 116
CBC DES with 1048576 bytes takes 00: 00' 03, 696. 043
Triple CBC DES with 1048576 bytes takes 00:00' 10, 696. 983
Hash with 16384 bytes takes 00:00' 02, 078. 661

$GHS1 NEWDES 6>

In other words: This DES implementation, running in ECB mode on a S7000, processes one (1)
MB of datain some 3.2 seconds.

Page 5 of 25



DES Functions and Procedure Calls

ECB DES ENCODE/DECODE .......cooiitiitiietiiteiet ettt b e n bt b et b bbb ab b en e 7
TRIPLE ECB DES ENCODE/DECODE .......cccciitiiiieirisiteie ittt n s 7
TRIO ECB DES DECODE/ENCODE ........ccotiittiiiiietisie ettt bbbt st b bbbt 7
CBC DES ENCODE/DECODE ........ocuctiitiieisieiees ettt bbbt b bt n bbbt nn e 8
TRIPLE CBC DES ENCODE/DECODE .......ccoiiiireisieee st 8
LITERALS .ttt R s e bRt ne et R e e h e R ne bt e R e b e s R e et e e r e e eb e nr e e ereere e erenre e 9
CBCDESDECODE .......oooiiiitieeete ettt R et R Rttt 10
CBCDESENCODE ...ttt et b E bbb e R R R R e Rt e R Rt an e 11
DE S e h R R R R R R R R R e R e r R R Rt e r e 12
ECBDESDECODE ........ooiiti it E bR R r Rt r e er s 13
ECBDESENCODE ..ot et 14
INTTDES ... E bbbt e e e bR R b e b e b e e b b e b e e bR e R bbbt e e e n e 15
INTTIEY it b e h bbbt e s bbbt R bR e e b e st e e e bt E e R b e bt e ne s r e e n b 16
PWHASH ..o e bbb se e E e 17
TRIOECBDESDECODE ...t e 18
TRIOECBDESENGCODE ..ottt bbb 19
TRIPLECBCDESDECODE ..ottt et n et 20
TRIPLECBCDESENGCODE ..ottt et nr e n e 21
TRIPLEECBDESDECODE.........cot ittt et n et n et r et nn e 22
TRIPLEECBDESENCODE........cctiietii ittt r bbb e e r bt ar ettt et e e e anenre e 23
EXAMPLE TAL PROGRAM ..otttk r b sh bbb nn bt s e n e anenns 24
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Release History

Date Changes

11. February 2004 | The LEN fields in the compound functions now treated as unsigned integers,
allowing to represent values between o and 65535.

Basic DES Functions

ECB DES Encode/Decode
The Electronic Code Book mode of DES processes the input data as follows:

1. Encode/Decode 8 byte with 8 bytes of key

Key length is 8 bytes, where 7 bit per bytes are used = 56 bit real key length.

Triple ECB DES Encode/Decode
The Triple Electronic Code Book mode of DES processes the input data as follows:

1. Encode/Decode 8 byte with 1% 8 bytes of key
2. Decode/Encode result with 2 8 bytes of key
3. Encode/Decode result with 1% 8 bytes of key

Key length is 16 bytes, where 7 bit per bytes are used = 112 bit real key length.

Trio ECB DES Decode/Encode
The Trio Electronic Code Book mode of DES processes the input data as follows:

1. Encode/Decode 8 byte with 1% 8 bytes of key
2. Decode/Encode result with 2™ 8 bytes of key
3. Encode/Decode result with 3" 8 bytes of key

Key length is 24 bytes, where 7 bit per bytes are used = 168 bit real key length.
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CBC DES Encode/Decode
The Cipher Block Chaining method of DES processes the input data as follows:

Encode:

1. XOR 8 byteswith ICV
2. Encode with key

3. ICV = Resault

Decode:

1. Decode 8 bytes with key
2. XOR result with ICV

3. ICV = Result

Key length is 8 bytes, where 7 bit per bytes are used = 56 bit real key length.

Triple CBC DES Encode/Decode
The Cipher Block Chaining method of DES processes the input data as follows:

Encode:

XOR 8 byteswith ICV

Encode 8 byte with 1% 8 bytes of key
Decode result with 2™ 8 bytes of key
Encode result with 1% 8 bytes of key
ICV := Result

agrwbdE

D
1. Decode 8 byte with 1% 8 bytes of key
2. Encode result with 2" 8 bytes of key
3. Decode result with 1% 8 bytes of key
4. XOR result with ICV

5. ICV = Reault

Key length is 16 bytes, where 7 bit per bytes are used = 112 bit real key length.
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Literals

The DES code needs afew literals, which are defined in the DESLiteras section of DESDecs:

?Section DESLiterals
!

I Literals
|

Li teral Decode”

= 0, ! decode crypted infornation to plain infornmation
Encode” = 1, ! encode plain information to crypted infornmation
NoEr r or = 0, ! operation XK

=-1; !

Dat anot Mbdul 08 Error used by compound functions
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CBCDESDecode
The CBCDESDecode function is a compound function, which decodes a CBC? DES encoded
string of data.
NON native code:  DESLIB
Native Code: CBCDES
Required procedures:
- DES
- INITDES
- INITKEY
Int Proc CBCDESDecode(ln:Len, Qut, Key, | CV, SEGAddr) Vari abl €;
String . EXT In; I String:ref:* ; I nput
I nt Len; I Int:val ue ; I nput
String . EXT Qut; I String:ref:* ; out put
String . EXT Key; I String:ref:8 ; I nput
[String . EXT ICV, I String:ref:8 ;i nput]
I nt(32) SEGAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodul o 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535
byt es?®
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.
When Len does not fit this, CBCDESDecode
returns a -1 (data not nodulo 8).
ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 8
ICV i nput User supplied Initial Chaining Vector
String: EXT: Ref : 8 Defaults to all zeros.
SegAddr i nput DES Segnent base address, build by Init_ DES
Int(32): Value: 1

2 CBC = Cipher Block Chaining

% The Len-values is treated as an unsigned integer, representing values between 0 and 65,535
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CBCDESENcode

The CBCDESENcode function is a compound function, which encodes a string of data using the

CBC DES method.

NON native code; DESLIB

Native Code: CBCDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc CBCDESEncode(l n:Len, Qut, Key, | CV, SEGAddr) Vari abl ¢;

String . EXT In; I String:ref:* ; I nput

I nt Len; I Int:val ue ; I nput

String . EXT Qut; I String:ref:* ; out put

String . EXT Key; I String:ref:8 ; I nput

[String . EXT ICV, I String:ref:8 ;i nput]

I nt(32) SEGAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodul o 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 hytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.

When Len does not fit this, the procedure
returns a -1 (data not nodulo 8).

ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 8
ICV i nput User supplied Initial Chaining Vector
String: EXT: Ref : 8 Defaults to all zeros.
SegAddr i nput DES Segnent base address, build by Init_DES

Int(32): Value: 1
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DES

NON native code: DESLIB

Native Code: DES

DESisabasic function of this DES implementation.

It is the cryptographic engine, used by all compound functions such as ECBDESENcode,
CBCDESDecode, PWHash etc.
DES processes 8 bytes at atime.

Proc DES(In, Qut, Key_, DESOp, SEGAddr ) ;

I nt . EXT In; I Int: EXT: Ref: 4 i nput data in

I nt . EXT CQut; I Int: EXT: Ref: 4 out put data out

I nt . EXT Key_; I Int: EXT: Ref: 64 i nput key table

I nt DESOp; I Int:Value:1 i nput operati on nmode

I nt(32) SEGAddr; ! Int(32):Value:1 input DES Segnment base address
IN i nput Defines a 4*16 bit word (= 8 bytes) array
Int: EXT: Ref: 4 that is to be processed.
ouT out put Is a 4*16 bit word array where the
Int: EXT: Ref: 4 operations outcome is returned.
Key i nput Key vector, that is build by Init_Key_
I nt: EXT: Ref: 64
DESOp i nput Defines the operation node:
Int:Value:1l 0 = decode

<> 0 = encode

SegAddr i nput DES Segnent base address, returned by
Int(32): Value: 1 Init DES

Page 12 of 25




ECBDESDecode

The ECBDESDecode function is a compound function, which decodes an ECB*DESEncode

encoded string of data.

NON native code; DESLIB

Native Code: ECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc ECBDESDecode(l n: Len, Qut, Key, SEGAddr) ;

String . EXT In; !
I nt Len; !
String . EXT Qut; !
String . EXT Key; !

I

String:ref:* ; I nput
I nt:val ue ; I nput
String:ref:* ; out put
String:ref:8 ; I nput

I nt(32) SEGAddr ; Int(32):Value:1 ;input

Error Returned | 0 = operation K

I nt val ue -1 = Len not nodulo 8

In i nput Defines an array of data to be processed.

String: EXT: Ref: * The maxi mum | ength processed is 65,535 hytes

Len i nput Nunber of bytes to be processed.

Int:Value:1l Has to be a nmultiple of 8.
When Len does not fit this, the procedure
returns a -1 (data not nodulo 8).

Out out put Is a byte array where the operations outcone

String: EXT: Ref: * i s returned.

Key i nput User supplied key.

String: EXT: Ref: 8

SegAddr i nput DES Segnent base address, build by Init_ DES

Int(32): Value: 1

4 ECB = Electronic Code Book

Page 13 of 25




ECBDESENcode

The ECBDESENcode function is a compound function, which encodes a string of data using the

ECB DES method.

NON native code; DESLIB

Native Code: ECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc ECBDESEncode(l n: Len, Qut, Key, SEGAddr) ;

String . EXT In; !
I nt Len; !
String . EXT Qut; !
String . EXT Key; !

I

String:ref:* ; I nput
I nt:val ue ; I nput
String:ref:* ; out put
String:ref:8 ; I nput

I nt(32) SEGAddr ; Int(32):Value:1 ;input

Error Returned | 0 = operation K

I nt val ue -1 = Len not nodulo 8

In i nput Defines an array of data to be processed.

String: EXT: Ref: * The maxi mum | ength processed is 65,535 hytes

Len i nput Nunber of bytes to be processed.

Int:Value:1l Has to be a nmultiple of 8.
When Len does not fit this, the procedure
returns a -1 (data not nodulo 8).

ouT out put Is a byte array where the operations outcone

String: EXT: Ref: * i s returned.

Key i nput User supplied key.

String: EXT: Ref: 8

SegAddr i nput DES Segnent base address, build by Init_ DES

Int(32): Value: 1
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InitDES

INitDES is a basic function of this DES implementation.

It has to be called once before the first DES operation is performed.

This procedure call allocates a user defined flat segment and returns its base address, which has to
be passed to all subsequent DES procedure calls.

Flat segments require D30 or better.

NON native code: DESLIB
Native Code; INITDES

Int Proc |nitDES(DES Segnent, SegAddr);

I nt DES Segnent ; I Extended Segnment Nunber of DES Table to be used

Int(32) .EXT SegAddr; I Segnent address
Error Ret ur ned 0 = &
I nt val ue <> 0 = error nunber returned from

Segnent Al | ocate_
DES_Segment I nput Segnment nunber to be used.
Int:Value:1l Thi s nunmber should be < 1024, and
exclusively used in the calling program

SegAddr out put DES Segnent base address, build by Init_DES_
Int(32): EXT: Value 1 and used by all conpound functions.
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Initkey

Initkey isabasic function of this DES implementation.

It initializes a key field with key related variables, which has to be passed to the basic procedure
DES.

It isimplicitly used by all compound functions.

NON native code; DESLIB
Native Code: INITKEY

Proc | nitKey(Key, Key_);

I nt . EXT Key; I Int: EXT: Ref: 4 i nput

I nt . EXT Key_; I Int: EXT: Ref:64 output; to be passed to DES
Key i nput Key to be used for the DES operation.
Int: EXT: Ref: 4
Key out put Key table, to be passed to the DES_
I nt: EXT: Ref : 64 procedure
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PWHash

A user supplied string (pass phrase) is compressed to a 16 byte hash value using the SO 10118-2
hashing function.

Theinitial chaining vector of the function can be initialized with the users name. This ensures, that
different users using the same pass phrase generate different hash values.

NON native code; DESLIB
Native Code: PWHASH

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc PWHash(PW PW.en, User: User Len, Resul t, SEGAddr) Vari abl e;

String . EXT PW String: EXT: Ref: * ;i nput PWto hash

|

I nt PW.en; I Int:value:1 ; I nput length of PW(1 .. 65535)

String . EXT User; I String: EXT: Ref:* ;input User

I nt User Len; I Int:Value:1 ; 1 nput l ength of User (1 .. 32)

String . EXT Hash ; I String: EXT: Ref: 16; out put Hash result

[1nt(32) SegAddr ; I Int(32):Value:1 ;input DES segnent address]
Error Returned |0 = K
I nt val ue 1 = password out of range

(length is zero [0])
2 = user nane out of range
(smaller than 1 or |arger than 32)

PW i nput Data string to be hashed
String: EXT: Ref: * The maxi num size is 65,535 bytes
PWLen i nput Nurmber of bytes in string PW
Int:Value:1l This string is case sensitive!
User i nput Users nane; used as |ICV
String: EXT: Ref : * This string is case sensitivel
UserLen i nput Nurmber of bytes in User.
Int:Value:1l Has to be 0 .. 32
Hash out put 16 byte hash result
String: EXT: Ref: 16
SegAddr i nput DES Segnent base address, build by Init DES
Int(32): Value:1 and used by all conpound functions.
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TrioECBDESDecode

The TrioECBDESDecode function is a compound function, which decodes a data string created by
TrioECBDESENcode.

NON native code; DESLIB
Native Code: TOECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc Tri oECBDESDecode( | n: Len, Qut, LKey, SegAddr) ;

String .EXT In; I String:ref:* ; I nput
I nt Len; I Int:val ue ; 1 nput
String . EXT Qut; I String:ref:* ; out put
String . EXT LKey; I String:ref:24 ;i nput
I nt(32) SegAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodulo 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 bytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.
VWhen Len does not fit this, the procedure
returns a -1 (data not nodulo 8).
ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key
String: EXT: Ref: 24
SegAddr i nput DES Segnent base address, build by Init_ DES
Int(32): Value: 1
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TrioECBDESENcode

The TrioECBDESENcode function is a compound function, which encodes a data string using the
trio ECB DES method.

NON native code; DESLIB
Native Code: TOECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc Tri oECBDESEncode( | n: Len, Qut, LKey, SegAddr) ;

String .EXT In; I String:ref:* ; I nput
I nt Len; I Int:val ue ; 1 nput
String . EXT Qut; I String:ref:* ; out put
String . EXT LKey; I String:ref:24 ;i nput
I nt(32) SegAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodulo 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 bytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.
VWhen Len does not fit this, the procedure
returns a -1 (data not nodulo 8).
ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key
String: EXT: Ref: 24
SegAddr i nput DES Segnent base address, build by Init_ DES
Int(32): Value: 1
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TripleCBCDESDecode

The TripleCBCDESDecode function is a compound function, which decodes a Triple CBC DES

encoded string.

NON native code;

Native Code:

DESLIB

TRCBCDES

Required procedures:

- DES
- INITDES
- INITKEY

Int Proc Tripl eCBCDESDecode( | n: Len, Qut, Key, | CV, SEGAddr) Vari abl e;

String . EXT In; I String:ref:* ; I nput

I nt Len; I Int:val ue ; I nput

String . EXT Qut; I String:ref:* ; out put

String . EXT Key; I String:ref: 16 ; I nput

[String . EXT ICV, I String:ref:8 ;i nput]

I nt(32) SEGAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodul o 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 hytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.

When Len does not fit this, CBCDESDecode
returns a -1 (data not nodulo 8).

ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 16
ICV i nput User supplied Initial Chaining Vector
String: EXT: Ref : 8 Defaults to all zeros.
SegAddr i nput DES Segnent base address, build by Init_DES
Int(32): Value: 1

Page 20 of 25




TripleCBCDESENcode

The TripleCBCDESENcode function is a compound function, which encodes a data string using

the Triple CBC DES method.

NON native code; DESLIB

Native Code: TRCBCDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc CBCDESEncode(l n:Len, Qut, Key, | CV, SEGAddr) Vari abl ¢;

String . EXT In; I String:ref:* ; I nput

I nt Len; I Int:val ue ; I nput

String . EXT Qut; I String:ref:* ; out put

String . EXT Key; I String:ref: 16 ; I nput

[String . EXT ICV, I String:ref:8 ;i nput]

I nt(32) SEGAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodul o 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 hytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.

When Len does not fit this, the procedure
returns a -1 (data not nodulo 8).

ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 16 16 bytes
ICV i nput User supplied Initial Chaining Vector
String: EXT: Ref : 8 Defaults to all zeros.
SegAddr i nput DES Segnent base address, build by Init_DES

Int(32): Value: 1
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TripleECBDESDecode

The TripleECBDESDecode function is a compound function, which decodes a data string using

the triple ECB DES method.

NON native code; DESLIB

Native Code: TRECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc Tripl eECBDESDecode( | n: Len, Qut, LKey, SegAddr) ;

String .EXT In; I String:ref:* ; I nput
I nt Len; I Int:val ue ; 1 nput
String . EXT Qut; I String:ref:* ; out put
String . EXT LKey; I String:ref: 16 ;i nput
I nt(32) SegAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodulo 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 bytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.
VWhen Len does not fit this, the procedure
returns a -1 (data not nodulo 8).
ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 16 16 Bytes
SegAddr i nput DES Segnent base address, build by Init_ DES

Int(32): Value: 1
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TripleECBDESENcode

The TripleEBCDESENcode function is a compound function, which encodes a data string using

the triple ECB DES method.

NON native code; DESLIB

Native Code: TRECBDES

Required procedures:
- DES

- INITDES

- INITKEY

Int Proc Tripl eECBDESEncode( | n: Len, Qut, LKey, SegAddr) ;

String .EXT In; I String:ref:* ; I nput
I nt Len; I Int:val ue ; 1 nput
String . EXT Qut; I String:ref:* ; out put
String . EXT LKey; I String:ref: 16 ;i nput
I nt(32) SegAddr; ! Int(32):Value:1 ;input
Error Returned | 0 = operation K
I nt val ue -1 = Len not nodulo 8
In i nput Defines an array of data to be processed.
String: EXT: Ref: * The maxi mum | ength processed is 65,535 bytes
Len i nput Nunber of bytes to be processed.
Int:Value:1l Has to be a nultiple of 8.
VWhen Len does not fit this, the procedure
returns a -1 (data not nodulo 8).
ouT out put Is a byte array where the operations outcone
String: EXT: Ref: * i s returned.
Key i nput User supplied key.
String: EXT: Ref: 16 16 Bytes
SegAddr i nput DES Segnent base address, build by Init_ DES

Int(32): Value: 1
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Example TAL program

:Source in the DES declarations, and point the conpiler to the procedures
;Source DESDECS I DES decl arati ons

?Search DESLI B I DES procedure library

E Sanpl e procedure

Proc Crypt Min;

String .Data[0:n];
I nt Dat aLen;
String .Result[0:n];

String .User[0:31] := "A";
I nt User Len 1,

String .PassPhrase[0: 127];
I nt PassPhr aselLen;
String . Key[O0:15];
I nt (32) Segnent Address;

I Procedure Body

Initializer; I get all start-up stuff
InitDES(1, SegmentAddress); I central DES initialization

-- lots of code, e.g. get the users pass phrase into
-- variabl e PassPhrase etc.
I Hash user supplied pass phrase down to 8 bytes.
PWHASH(PassPhrase:PassPhraselLen I user supplied pass phrase
,User:UserLen I users name used as ICV
,Key,SegmentAddress) ;
User 1I;
For I := 0 to 7 do Key[l] := Key[I] XOR Key[1+8];
Drop 1I;

-- lots of additional code, e.g. data preparation
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I Run the Encode function

ECBDESEncode(Data:DatalLen,Result,Key,SegmentAddress); ! encode Data

Runni ng the Decode function on the result of the Encode function should
create the original data

ECBDESDecode(Result:Datalen,Data,Key,SegmentAddress); ! decode Result

End;

To get additional programming hints, please have alook at the DESTEST and TESTSRC source
files.

11. February 2004

GreenHouse Software & Consulting
Carl Weber
Carl.Weber@GreenHouse.de

Page 25 of 25



	ECB DES Encode/Decode
	Triple ECB DES Encode/Decode
	Trio ECB DES Decode/Encode
	CBC DES Encode/Decode
	Triple CBC DES Encode/Decode
	Literals
	CBCDESDecode
	CBCDESEncode
	DES
	ECBDESDecode
	ECBDESEncode
	InitDES
	InitKey
	PWHash
	TrioECBDESDecode
	TrioECBDESEncode
	TripleCBCDESDecode
	TripleCBCDESEncode
	TripleECBDESDecode
	TripleECBDESEncode
	Example TAL program

